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How to use this guide

Confirm account, organization, administrative authority, plan capacity, and approved source first. Then create or
maintain the canonical practice, review lifecycle dependencies, assign the minimum external-user scope, and
verify provider relationships without changing IDs or weakening tenant controls.
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DENTALXPAND / PROVIDER AND DSO

01/ MODEL AND ADMINISTRATION

CONTENTS

Know which record, relationship, and permission layer

you are changing

Organization Tenant that owns its practices, users, providers,

subscription, settings, and operational data.

Practice / location Canonical row with generated code, names,
contact, group NPI, Tax ID, address, status, and
default flag.

Provider directory External provider or client identity and descriptive
Practice Name.

Provider-practice Same-organization provider relationship; one link

can be primary.

Membership
and permissions inside one organization.

Membership practice
access

Approved practice IDs for a practice-scoped
external account.

User role, status, access scope, onboarding state,

Every practice and relationship must carry the
same organization identity.

Use one approved row per operating location; it
is not provider free-text metadata.

Practice Name does not create a canonical
practice or grant access.

Separate from the provider user's membership
assignments.

Internal scope and external practice scope have
different consequences.

Does not grant unrelated page or action
permissions.

Administration layer Current behavior Required interpretation

Navigation and route
route.

Read gate Requires active organization and membership,
completed password change, MFA when required, and
accessible rows.

Create/update Tenant manager authority plus backend validation and
row policy.

Labels Billing Company: Clients / Practices; DSO: Practices /

Locations; single practice: Practice.

Practices is admin-only and /practices uses the admin

Do not use a direct URL or API to bypass
the hidden item.

Signed in is not the same as tenant
access.

A visible button is not final authorization.

All labels use the same canonical data
model.

Open practices Tenant context

Open Practices Roles and access
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DENTALXPAND / PROVIDER AND DSO

02 / DIRECTORY AND PLAN LIMIT

Read the current organization and capacity before

creating a location

Xpand

Dashboard
Tasks

Providers / Clients

DENTALXPAND./ CLIENT & RCM

Practices / Locations

oG DxP-1042

Practices / Locations

3 0f 5 acive locat

FICTIONAL TRAINING DATA

" + ADD PRACTICE
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User Management

Client Agreements

a Samira Ahmed

Figure 1. Fictional Practices / Locations directory with organization code, active count, plan limit, rows, statuses, and actions.

m Current behavior Operator check

Stop if it is not the expected tenant.

Organization code

Active count

Plan limit

Rows

Refresh

Add

Harborview Dental
Oskdine Orthodonfics

oL

Brightway Pediatric

Shown above the page heading.

Counts non-archived practices returned in tenant context.

Uses subscription max_practices override, otherwise the

plan limit; null is unlimited.

Show name, generated code, contact, identifiers, status,

edit, and lifecycle action.

Reloads practices and tenant context.

Creates an active same-organization record only when

limit and policies allow it.
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Northstar Dental Group

Archived rows are absent from the normal list
and count.

Confirm capacity before onboarding another
client or location.

A row does not show every assignment or
downstream dependency.

Use once after a known change; it does not
widen access.

Resolve a limit conflict through plan or lifecycle
governance.

CONTENTS
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DENTALXPAND / PROVIDER AND DSO

03 / CREATE AND EDIT

Build one source-verified canonical practice record

PRACTICES / CREATE AND EDIT

Build one verified canonical practice record
. Add Practices / Locations

BRACTIEE NAME Leeatuane

Summt Orsl Care PLLC

Summit Oral Care

e ProNE

CONTENTS

FICTIONAL TRAINING DATA

X n BEFORE SUBMIT a BACKEND RESULT
Creation checks What DentalXpand adds

Right tenant No duplicate

ORG-DXP-
1042-P004

Adtive only if
first

operations@exampletest (s55) 0102202

enour ket i

0000007724 00300281

480 Trsining Boulevard Phoenix Az 85004

Figure 2. Fictional add-practice form with required name, optional details, generated code, active status, and first-practice default behavior.

resct 20t acdess inpandency. D it 333 pasewords, petient cata i, or et

_ Reviewed behavior Required discipline

Verify
tenant/source

Confirm organization code and approved client or DSO
setup information.

Check capacity Compare non-archived count to override or plan
max_practices.

Enter name Practice name is required after trimming.

Add details Legal name, email, phone, group NPI, Tax ID, and
structured address are optional.

Submit Backend generates organization code suffix, status active,
and first-record default flag.

Edit Name and optional fields can be updated; generated code

and default flag are not form controls.

Search current practices and provider directory
first to avoid duplicates.

Do not create a placeholder or change data to
avoid the limit.

Use the recognizable operating name from the
approved source.

Stored text is not complete validation; verify
every sensitive value independently.

Submit once and wait for the refreshed row.

Compare every field before saving and never
alter IDs through direct data access.

Minimum necessary

Keep passwords, portal credentials, patient data, claims, copied records, other tenants, and Guardian Connect

content out of practice fields and support material.
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DENTALXPAND

/ PROVIDER AND DSO

04 / DEFAULT AND LIFECYCLE

Protect effective practice context before archive or
reactivation

PRACTICES / DEFAULT AND LIFECYCLE

Protect effective context before archive or reactivation

n DEFAULT CONTEXT
How the first and effective practice work

Harborview Dental z

1 the defaultis archived
The T p———

n STATUS UFECYCLE
Retain the record and control availability

CONTENTS

FICTIONAL TRAINING DATA

’ PRE-ARCHIVE REVIEW
Check every dependlent relationship

Exterma sars Pravider nks Tl and s2eps Flles snd documenes

M ol

Mectngs and chat

Credensiaing Agreements

Figure 3. Fictional first-practice default flow, active/archive/reactivation lifecycle, dependency review, and delete protection.

First practice

Active

Archive

Archived default

Reactivate

Delete

Created active and marked is_default when no
non-archived practice exists.

Listed, assignable, counted, and eligible for effective
default selection.

Status archived; normal tenant list and active count
exclude it.

Default resolver ignores archived rows and can
choose the earliest active accessible practice.

Returns to active list and plan count.

No page command; database policy separately
prevents deleting a default practice.
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Verify carefully because practice-scoped data can
use default context.

Confirm current operational approval.

Review users, providers, tasks, files, meetings,
RCM, credentialing, agreements, and retention.

Confirm replacement context before archival.

Re-check capacity, details, assignments,
permissions, and readiness.

Use archive for normal lifecycle. Never bypass
policy through SQL.
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DENTALXPAND / PROVIDER AND DSO

05/ EXTERNAL USER ASSIGNMENTS

Assign only the practices required for approved work

USER MANAGEMENT / PRACTICE SCOPE

Assign external accounts to the minimum required locations

Er  Edit User Account X ° SAVED ACCESS MODEL
TP
What the account needs
ST hAME wasThame
Active organization membership
Eise Reed P .
PROVIDER v
° Practice access rows.
Choose the complete approved set
n Harborview Dental ° Explicit page permissions
() oo oroensie
o Password and MFA gates.

e m

CONTENTS

FICTIONAL TRAINING DATA
Use canonical practice-scoped roles
l R

Nes

Figure 4. Fictional User Management form with Provider role, required practice checkboxes, permissions, and saved access layers.

Step or rule Current implementation Operator result

Create practice first

Canonical role

Required selection

ID validation

Separate permissions

Update semantics

Internal role change

An empty practice list tells the administrator to create a
practice before an external account.

Provider, Client, and External are backend
practice-scoped keys; form also recognizes legacy
aliases.

Form rejects a client-oriented external account with zero
practices.

Backend loads selected practice IDs only from the active
organization.

Assignments do not grant pages or actions.

Supplied assignments remove prior
membership-practice rows and insert the new set for an
external role.

Moving to an internal role changes scope to organization
and removes practice assignment rows.

Never create a placeholder solely to pass
validation.

Use the approved canonical role for new
provisioning.
Choose the minimum complete

same-organization set.

A stale, archived, or cross-tenant ID must fail.

Grant only required Tasks, RCM,
Credentialing, Documents, or other
permissions.

Review the full before-and-after set before

saving.

Never broaden a role merely to avoid an
assignment error.

User Management Roles guide Open Practices

User Management

Roles guide
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Open Practices
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DENTALXPAND / PROVIDER AND DSO

06 / PROVIDER RELATIONSHIPS

Keep provider links and provider-user assignments

aligned

PROVIDERS / PRACTICE RELATIONSHIPS.

Align provider links and provider-user assignments

° PROVIDER DIRECTORY
Dr. Maya Chen

n CANONICAL RELATIONSHIPS
Same-organization links
[

Encting 4721

L Y —

CONTENTS

FICTIONAL TRAINING DATA

o PROVIDER USER
Separate membership access

Q e
g oo

Verity both relationship sets

Provider login prerequisite

Figure 5. Fictional provider metadata, canonical practice links, primary relationship, membership, and separate practice-access rows.

Relationship

Practice Name

Provider practice context

practice_providers

Provider login helper

Membership access

Tenant constraints

Descriptive provider directory text and search field.

Provider primary and tenant practice fields align to an
eligible location context.

Links one provider to one or more same-organization
practices; linked account provisioning can mark the first

selected link primary.

Reads existing provider-practice links and submits their
practice IDs.

Separate rows scope the provider user's external login.

Composite keys require provider, practice, membership,
and organization identities to agree.

Current implementation Required interpretation

No canonical practice or access relationship
is created.

Confirm the intended primary practice
through approved provisioning.

Do not create cross-tenant links or rely on
matching names.

Requires at least one valid link, unused
email, and available seat.

Verify in User Management even when
provider links exist.

Invalid cross-organization relationships must
be rejected.

Providers page Providers guide Portal lesson

Providers page

Providers guide
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Portal lesson
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DENTALXPAND / PROVIDER AND DSO

07 / TENANT BOUNDARY

CONTENTS

Require every authorization layer to agree

PRACTICES / TENANT BOUNDARY

Every access layer must agree before data is returned

’ AUTHORIZED PATH
Practice-scoped external access

Prw— > JRp— > [rr— > [r—

FICTIONAL TRAINING DATA

acton pemison > [em— > Frrp—

e CONTROL RESPONSIBILITIES ° SAFE FIRST RESPONSE
No single checkbox is authorization Common failures

Membership

Asignments Permissions Limitresched

e e scope, sta perd chare. = recce 0o e et pogesa

Backend RiS Tenant keys

Cross-tenant, cross-practice, or Guardian Connect data i an incident

Virong tenznt
appe

Figure 6. Fictional authentication, membership, assignment, permission, backend, row-policy, and tenant-key access path.

ReqUired denial

Authentication Identifies the person and satisfies password and MFA

gates.

Organization
membership

Connects user to one active organization with role,
status, and scope.
Practice assignment Lists practices for a practice-scoped external member.

Page/action permission Controls available modules and operations.

Backend Checks manager authority, organization, plan, role, and
IDs.

RLS Filters reads and requires tenant management for
writes.

Tenant foreign keys Require related practice, provider, user, and

organization identities to match.

Reject anonymous, incomplete onboarding, or
unmet MFA access.

Reject missing, suspended, or wrong-tenant
membership.

Hide and reject unassigned rows.

Assignment alone is insufficient.

Return a safe error without partial or
cross-tenant links.

Reject guessed IDs and direct unauthorized
requests.

Reject invalid relationships rather than
re-parenting data.

Isolation incident

If another tenant, practice, product, or Guardian Connect data appears, stop. Do not search, edit, copy,
screenshot, message, or ask Al about more exposed data. Report only minimum non-sensitive context.

DentalXpand Learning Center
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DENTALXPAND / PROVIDER AND DSO CONTENTS

08 / SAFE OPERATING WORKFLOW

Use one controlled sequence for setup, assignment
changes, and offboarding

Verify your account, organization code, administrative purpose, approved source, and requested location.
Search non-archived practices and provider records before creating a canonical location.

Check subscription capacity for creation or current dependencies before archive.

Create or update the canonical practice with verified minimum-necessary fields and one deliberate save.
Confirm the generated code, contact, identifiers, address, status, and active count on the refreshed row.
Maintain provider metadata and provider-practice relationships through the approved provisioning process.
Assign external users in User Management with a canonical role and the minimum practice set.

Grant page and action permissions separately from practice assignments.

Complete password-change and MFA onboarding before normal external access.

Verify the saved user checkboxes and confirm the external account sees only approved practices and modules.

Before archive, review external users, provider links, operational records, retention, and replacement default
context.

Keep credentials, patient data, full identifiers, other tenants, and Guardian Connect content out of notes and support
material.

Change discipline
A practice rename does not automatically rename provider metadata, and a provider relationship does not
replace membership practice access. Verify each affected record separately.

Open Practices User Management All resources

Open Practices User Management All resources
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DENTALXPAND / PROVIDER AND DSO

09 / TROUBLESHOOT

CONTENTS

Recover without changing IDs, roles, limits, or
database policy

What yor see Corect first reshonse

Practices redirects

Unable to load

Limit reached

Name required

No practices available

Assign at least one

Assignment invalid

Practice disappeared

Provider login fails

Wrong tenant/product

Not approved admin, blocked membership,
required password change, or MFA.

Session, backend, tenant context, migration, or
connectivity issue.

Non-archived count equals subscription override or
plan limit.

Required name is blank after trimming.

No non-archived practice is accessible in tenant
context.

External account has no selected practice.

ID is stale, archived, missing, or outside the
organization.

Archive removes it from normal tenant context.

Missing provider-practice link, duplicate user/email,
exhausted seat, or provisioning issue.

Session, membership, query, cache, policy,
deployment, or isolation failure.

Confirm your own account and approved access;
do not alter route or role data.

Refresh once and preserve the safe error; do not
query tables with elevated credentials.

Review valid archive or plan change; do not hide
an active location.

Use the verified operating name, never a
placeholder.

Create or restore the approved location before
external onboarding.

Select minimum approved same-organization
scope; do not change to an internal role.

Reload and select current visible practices; never
replace an ID manually.

Use approved reactivation; do not recreate a
duplicate.

Check same-tenant links, assignments, seat, and
the safe backend error.

Stop immediately and report without reproducing
exposed data.

Do not reproduce exposure

Report only time, your account, expected organization, route, safe action, and a non-sensitive symptom.
Exclude exposed names, email, NPI, Tax ID, patient detail, screenshots, copied rows, and Al transcripts.

DentalXpand Learning Center

Page 11




DENTALXPAND / PROVIDER AND DSO CONTENTS

10 / COMPLETION

Verify tenant-safe practice and assignment
management

| can distinguish organization, canonical practice, provider metadata, provider-practice link, membership, and
membership practice access.

| use an approved administrator account and confirm organization code before practice work.

| understand Billing Company, DSO, and Single Practice labels use the same canonical model.

| read the non-archived count and subscription override or plan limit before creation.

| search for duplicates, use a verified source, enter the required name, and confirm the generated row.

| treat legal name, contact, address, group NPI, and Tax ID as sensitive source-verified data, not automatically
validated values.

| understand first-practice default behavior and review dependencies before archive or reactivation.

| use canonical Provider, Client, or External roles and assign minimum same-organization practices.

| grant page and action permissions separately from practice assignment.

| understand a supplied assignment update replaces the external member's prior practice set.

| keep provider Practice Name, provider-practice links, primary context, and membership assignments distinct.
| verify both provider relationships and user assignments before provider login.

| never bypass plan limits, role checks, assignment validation, RLS, or tenant foreign keys.

| stop and report cross-tenant, cross-practice, cross-product, or Guardian Connect exposure without reproducing it.

Next lesson
Continue with Use provider login and the client portal for external authentication, required password change,
practice-scoped navigation, approved records, and client collaboration.

ebsite QUide open practices m

Website guide Open Practices Next lesson
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